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    To free Russian journalism


    and the memory of Boris Nemtsov (1959-2015) whose struggle against Kremlin corruption will not be forgotten




GLOSSARY OF ACRONYMS AND KEY POLITICAL LEADERS


Connection to Vladimir Putin; 2015 position


Abramovich, Roman: oligarch, early supporter of Putin; owner, Millhouse LLC, Chelsea football club


Akimov, Andrey: KGB, Donau Bank, Vienna Austria; Gazprom Board


Aleksandrov, Aleksey: St. Petersburg Company Rus’, co-founder, Bank Rossiya; Federation Council


Aven, Pyotr: Minister Foreign Economic Relations 1991–92, authorized Putin contracts during Food Scandal; president, Alfa bank


Baltik-Eskort: private security firm guarding Putin in St. Petersburg, headed by Roman Tsepov and Viktor Zolotov


Bank Rossiya: St. Petersburg bank established 1990, connected to Putin Ozero Circle


Bastrykin, Aleksandr: classmate of Putin; head of Investigative Committee


Berezovskiy, Boris: Yeltsin-era oligarch who supported Putin’s rise; lived in exile in London until his death in 2013


BND: German Federal Intelligence Agency, Bundesnachrichtendienst


Borodin, Pavel: head, PPMD, 1993–2000, Putin was his deputy 1996–97; head of the Union of Russia and Belarus


CEC: Central Electoral Commission, Russia


Chemezov, Sergey: Dresden KGB with Putin; boards of many major banks and arms makers


Cherkesov, Viktor: head of Leningrad/St. Petersburg KGB and successor organizations, FSB First Deputy Director when Putin head; chair, Duma Security and Anti-corruption Committee


CPRF: Communist Party of the Russian Federation


CPSU: Communist Party of the Soviet Union


FSB: Federal Security Service, Federal’naya Sluzhba Bezopasnosti


Fursenko, Andrey: Ozero cooperative with Putin; presidential aide


Fursenko, Sergey: Ozero cooperative with Putin; director, Lentransgaz


Gazprom: Russia’s major gas producer, headed by Miller


GDR: East Germany, German Democratic Republic


GKU: Main Control Directorate, Kremlin, Putin worked at GKU 1997–98


Golubev, Valeriy: KGB; mayor’s office, St. Petersburg; board of Gazprom


Gorelov, Dmitriy: Bank Rossiya and Petromed


Gref, German: legal advisor to mayor’s office, St. Petersburg; CEO, Sberbank


Grigor’yev, Aleksandr: childhood friends; KGB/FSB; head, Gosrezerv until death, 2008


Ivanov, Sergey: KGB; head of Presidential Administration


Ivanov, Viktor: mayor’s office, St. Petersburg; head, Federal Narcotics Control Service


KGB: Committee for State Security, predecessor to FSB, Komitet gosudarstvennoy bezopasnosti


Kogan, Vladimir: CEO, Promstroybank


Kolesnikov, Sergey: Petromed; whistleblower on “Putin’s Palace”; in exile


Komsomol: All-Union Leninist Communist League of Youth, Vsesoyuznyy Leninskiy Kommunisticheskiy Soyuz Molodyozhi


Koval’chuk, Yuriy: Ozero Cooperative with Putin; Bank Rossiya


Kozak, Dmitriy: mayor’s office, St. Petersburg; Deputy Prime Minister


Kozhin, Vladimir: mayor’s office, St. Petersburg; Presidential Aide, Military-Technical Cooperation


Kudrin, Aleksey: mayor’s office, St. Petersburg; former Finance Minister; confidant of Putin


KVS: Committee for Foreign Liaison


LDPR: Liberal Democratic Party of Russia


Medvedev, Aleksandr: KGB, Donau Bank Vienna Austria; Boards Gazprombank, Gazprom


Medvedev, Dmitriy: mayor’s office, St. Petersburg; Prime Minister


Miller, Aleksey: mayor’s office, St. Petersburg; chairman, Gazprom


MVD: Ministry of Internal Affairs


Myachin, Viktor: Bank Rossiya, Ozero; CEO “Abros,” a subsidiary of Bank Rossiya


Naryshkin, Sergey: KGB; chairman, State Duma


Nurgaliyev, Rashid: KGB; Deputy Secretary of the Security Council


OVR: Fatherland—All Russia, Otechestvo—Vsya Rossiya


Ozero Dacha Consumer Cooperative: lakeside dacha community and joint bank account shared by Putin, Smirnov, Shamalov, Fursenko brothers, Yuriy Koval’chuk, Yakunin, and Myachin


Patrushev, Nikolay: KGB; Secretary of the Security Council


Petromed: medical supply company established by Sergey Kolesnikov, initially as joint venture with Putin’s KVS, became major national medical infrastructure company. Later used as vehicle to skim funds, according to Kolesnikov, for building “Putin’s Palace.”


PPMD: Presidential Property Management Department


PTK: Petersburg Fuel Company, Peterburgskaya Toplivnaya Kompaniya


Reyman, Leonid: head of telephone system, St. Petersburg; chairman of board, Syazinvest, Russia’s largest telecommunications holding company


Reznik, Vladislav: St. Petersburg businessman, Bank Rossiya; chairman, State Duma Committee on Finances


Rosneft: Russia’s major oil producing company, headed by Sechin


Rotenberg, Arkadiy: childhood friend of Putin; Stroygazmontazh, major recipient of Kremlin contracts


Rotenberg, Boris: childhood friend of Putin; Stroygazmontazh, major recipient of Kremlin contracts


SPAG: St. Petersburg Real Estate Holding Company


Sechin, Igor: St. Petersburg government with Putin; head of Rosneft


Shamalov, Nikolay: Ozero cooperative with Putin; Bank Rossiya


Siloviki: generic Russian term for those who have backgrounds and employment in security services, military, and police


Sistema: Russian term for the way the Russian political system really works, as opposed to formal state institutions


Smirnov, Vladimir: Ozero cooperative with Putin, SPAG; head of TENEX until 2007


Sobchak, Anatoliy: mayor of St. Petersburg, 1991–96; died 2000


Surkov, Vladislav: deputy head, Presidential Administration under Putin; Putin advisor on Ukraine


SVR: Foreign Intelligence Service, Sluzhba Vneshney Razvedki


Timchenko, Gennadiy: St. Petersburg oil business; head of Volga group and many major Russian companies


Tokarev, Nikolay: Dresden KGB with Putin; Sovcomflot and Transneft


Tsepov, Roman: co-founder, Baltik-Eskort; died of possible polonium poisoning, St. Petersburg, 2004


Twentieth Trust (Dvadtsatyy Trest): construction company suspected of siphoning funds from St. Petersburg city budget during Putin tenure


Warnig, Matthias: East German secret police (Stasi) when Putin in KGB; director, Nord Stream, board of many Russian corporations


Yakunin, Vladimir: Ozero cooperative with Putin; Russian Railways chief


Zhirinovskiy, Vladimir: head of Liberal Democratic Party of Russia (LDPR)


Zolotov, Viktor: co-founder, Baltik-Eskort, St. Petersburg; Deputy Minister of Interior


Zubkov, Viktor: mayor’s office, St. Petersburg; chairman of board, Gazprom


Zyuganov, Gennadiy: head of the Communist Party of the Russian Federation (CPRF)





INTRODUCTION



IN REACTING to Russia’s annexation of Crimea and support for pro-Russian separatists in Ukraine in early 2014, the U.S. government announced an unprecedented response: not the Russian state but individual Russian citizens would be subjected to asset seizures and visa bans. The Sixth Fleet was not called into action; exports to Russia as a whole were not banned; cultural and educational exchanges were not stopped. Rather, individual elites close to “a senior Russian Government official”—Vladimir Putin—were targeted.


Probably the most serious international crisis since the end of the Cold War, and the White House targets individuals. Why this response? Because at last, after fourteen years of dealing with President Vladimir Putin as a legitimate head of state, the U.S. government has finally acknowledged publicly what successive administrations have known privately—that he has built a system based on massive predation on a level not seen in Russia since the tsars. Transparency International estimates the annual cost of bribery to Russia at $300 billion, roughly equal to the entire gross domestic product of Denmark, or thirty-seven times higher than the $8 billion Russia expended in 2007 on “national priority projects” in health, education, and agriculture.1 Capital flight, which officially has totaled approximately $335 billion since 2005,2 or about 5 percent of GDP, reaching over $50 billion in the first quarter of 2014 alone, has swollen Western bank coffers but made Russia the most unequal of all developed and emerging economies (BRIC: Brazil, Russia, India, China), in which 110 billionaires control 35 percent of the country’s wealth.3


And these billionaires, far from being titans of industry motoring the modernization of the Russian economy, have secured and increased their wealth by relying on and bolstering the centralized power of the state. The wealth of the oligarchs and political elites who came to power with Putin in 2000 has been more stable than in any other G7 country; they have made millions, though some have also lost as much. Political leaders close to Putin have become multimillionaires, and the oligarchs around them, according to Forbes Russia, have become billionaires. They are able to maintain that power and wealth as long as they don’t challenge Putin politically. Under this system, the state absorbs the risk, provides state funds for investment, and gives those close to the Kremlin massive monetary rewards. With the return under Putin to state capitalism, the state nationalizes the risk but continues to privatize the rewards to those closest to the president in return for their loyalty.


Within weeks of Putin’s coming to power, the Kremlin began to erode the basic individual freedoms guaranteed under the 1993 Russian Constitution. This pattern of gradually closing the public space and denying citizens the rights of free press, assembly, and speech was present and planned from the very beginning, as will be shown in my discussion of a document, never before published outside Russia, detailing the plans made in late 1999 and early 2000 to reshape the entire Presidential Administration to achieve these ends. In Russia, the Presidential Administration is the true locus of power, particularly under Putin’s “vertical of power.” Its offices and departments shadow and supervise the work of the government ministries, the two houses of the legislature, the courts, regional government, the media, and societal movements like youth groups and trade unions. It is from here that policy is made in all sectors of domestic and foreign policy, to be implemented by the government or passed into law by the Duma and the Federation Council. Putin was enormously assisted by very favorable global economic conditions in which the price of oil shot up to over $140 per barrel, allowing the Kremlin to provide an increased standard of living for ordinary Russians and the emerging middle class while also creating greater social stability.


But Putin also benefited from the existence of a tight-knit circle that came with him from St. Petersburg and with whom he had worked for over a decade. In this book I lay out the case for the existence of a cabal to establish a regime that would control privatization, restrict democracy, and return Russia to Great Power (if not superpower) status. I also detail the Putin circle’s use of public positions for personal gain even before Putin became president in 2000. The trail leads to the establishment of Bank Rossiya, now sanctioned by the United States; the rise of the Ozero Dacha Consumer Cooperative, founded by Putin and other members now subject to visa bans and asset seizures; the links between Putin and Petromed, the medical supply company that diverted millions in state funds to build “Putin’s Palace” near Sochi; and the role of security officials from Putin’s KGB days in Leningrad and Dresden, many of whom have maintained their contacts with Russian organized crime.


Elections in all new democracies suffer from certain problems of weak party stability; poor, loose, and fluid electoral laws; and voter manipulation and fraud. However, these problems should decrease over time, leading to the consolidation of democratic institutions. In Russia, however, they have only increased, until in the 2011–12 electoral cycle the fraud and abuse were so widespread that popular demonstrations broke out. By the end of 2011, having come through a thoroughly fraudulent and publicly documented sham election for the Duma (the lower house of the Federal Assembly, Russia’s Parliament), it became crystal clear that the ability of activists in Moscow and St. Petersburg to seek democratic change was significantly inferior to the regime’s ability to suppress change.


After Putin publicly wept, possibly from relief, when he was declared the winner of the 2012 presidential elections, increased targeted repressions began again, reminiscent of the early 1930s or the late 1960s in the USSR. Nonviolent demonstrators were once again sentenced to either prison or indefinite psychiatric treatment. With the economy suffering a downturn—mainly because of elite plundering—the crony regime’s inner logic seemed clear: Putin was willing to use force to maintain his potentially indefinite hold on power so that his group could continue to loot the country without limit. In response, Russian websites held endless discussions of the reign of bespredel—the limitless and total lack of accountability of the elites—under the façade of “restoring Russian greatness.”


It is this kleptocratic tribute system underlying Russia’s authoritarian regime that the U.S. government sought to expose and punish beginning in March 2014. The names on the sanctions list read like a Who’s Who of Team Putin. For the first time the White House explicitly talked about Putin’s circle as his “cronies” and targeted their money abroad, exposing the fact that Western governments have known for some time the broad details of where this group’s money is, what their private rules are, and what high crimes and misdemeanors they have committed to establish and maintain their sistema—and that Western governments are no longer willing to keep silent.


How was this group formed? What were its origins? And why did it take Western policy and academic communities so long to embrace this view of the Russian political system as a steel hand in an initially velvet glove? We may never know precisely when the current regime decided to do what they have clearly done, any more than we know on which day Stalin stopped being a pencil pusher and decided to imprison millions in the gulag, or even when Hitler hit on the idea of exterminating the Jewish population of Europe. Horrifying details such as these are not something one reads about in dictators’ memoirs after they start receiving their pension. It is a pity (purely from a historian’s point of view) that there is usually so little time between the collapse of dictators’ regimes and their own ultimate demise.


Because we can see that there is a complex and clever system in Russia, quite opaque and full of interesting details and inner rules, we should conclude that the system came about by intelligent design. But how? The evidence strongly suggests that it did not come about by chance. This book firmly rejects the ideas often promulgated in Western academic circles that Putin is an “accidental autocrat” or a “good tsar surrounded by bad boyars.” Of course, the boyars—now called oligarchs—are indeed mainly bad. And of course, not every detail of their ascent could have been worked out in advance. Not everything went as planned; certainly they met with deep resistance from other rivals, in both St. Petersburg and Moscow. But I believe that Putin’s group could never have predicted how successful they would be and how little their acquisition of power would be resisted by Russians and the West. The contention of this book is that the group around Putin today is the same as the one that brought him to power from St. Petersburg in the 1990s and that the purpose of that project was never to embed Western-style democratic institutions and values. The group did not get lost on the path to democracy. They never took that path.


Why did the West not firmly resist “Putin’s project” until now? In the process of interviewing for this book, it became clear that many Western officials stationed in Russia certainly knew from the early 1990s what kind of operative Putin was and whom he depended upon to get things done. But he was regarded as a relatively low-level person in one city in one very turbulent country. And so the eyes of Western intelligence were wide shut until, in the course of less than two years, Putin rose from being an out-of-work deputy mayor, whose boss had just lost his bid for reelection, to the head of the Federal Security Service (Federal’naya Sluzhba Bezopasnosti, FSB), the modern-day KGB. One year later Putin was prime minister; six months after that he was president. Jobless to president in three and a half years. Only then did Western journalists and policymakers focus closely on his background and his circle, but by then it was too late. According to government leaks to Newsweek, U.S. government analysis of Putin’s personal involvement in a money-laundering scheme through a German-based company, SPAG, led in 2000 to Russia’s being placed on an international money-laundering blacklist: “A key reason, said a former top U.S. official, was a sheaf of intelligence reports linking Putin to SPAG,” including documents showing he “signed important St. Petersburg city documents for the company’s benefit.”4 The pattern of helping his friends to the detriment of his people was set early.


Then, at the Slovenia summit in June 2001, President George W. Bush looked into Putin’s eyes and saw his soul, and when Putin quickly joined with the United States in the “war on terror,” analysts report that the primary focus of Western intelligence gathering shifted away from Russia and toward the Muslim world. Putin was regarded as a reliable partner in helping the West target Islamic extremists, especially in Afghanistan, since there were Chechen fighters in al Qaeda camps too. Only slowly did Putin’s malevolence dawn on Western governments, especially in light of the Kremlin’s transparently predatory actions in taking apart Russia’s largest private oil company, Yukos, and imprisoning its independently minded owner, Mikhayl Khodorkovskiy, in 2005. The following year, at the G8 meeting in St. Petersburg, President Bush called for “strengthened international efforts to deny kleptocrats access to our financial system,” but he still did not mention Russia by name.5 Western newspapers now report that in 2007 a CIA assessment of Putin’s personal wealth “largely tracked” with assertions made by the Russian political analyst Stanislav Belkovskiy, who claimed that Putin had holdings totaling about $40 billion in the commodity-trading company Gunvor, the publicly traded state-majority-owned gas giant Gazprom, and the oil and gas company Surgutneftegaz.6,I At last, one thought, the West might start to stand up against this vast scheme, with its potential to undermine not only Russia’s development but Western financial institutions, the banks, equity markets, real estate markets, and insurance companies that were showing signs of being undermined internally by employees eager to receive their commissions from these illicit transactions.


But then President Barack Obama, as have all new U.S. presidents, announced he was going to “reset” relations with Russia. As a result, Putin spent only minutes in the penalty box for the 2008 invasion of Georgia before being embraced at the 2009 G8 meeting of the world’s leading industrial nations. The meeting was hosted in Italy by Putin’s personal friend, Prime Minister Silvio Berlusconi, even as U.S. government cables reported allegations circling in Rome that he was “profiting personally and handsomely” from secret deals with Putin that included the “exchange of lavish gifts.”7 From 2008 to 2014 six more years were lost while low-level government officials gathered materials on Putin’s wealth and high-level political appointees ignored them.


In the academic world, there was a similar trend in writing about Russia. Books continued to frame Russia as a democracy, albeit one that was failing or in crisis. Like other scholars of Russia, I have spent a significant portion of my career thinking and writing about how the post-Communist states might make a transition toward democracy.II Initially Western government and academic circlesIII believed that institutions could be established in practically any country that would guide it along a democratic path. Most of the new central European countries had early elections, established non-Communist governments, and never looked back. Our uncurbed enthusiasm even extended to Russia. But then the quality of democracy in Putin’s Russia just kept getting worse.


Still there was little shift in academic direction, as much of the literature approached the Putin era as a democracy in the process of failing rather than as an authoritarian project in the process of succeeding.IV Clearly in the 1990s democracy was in fact both being built and failing, but when the success or failure of democracy building is the central telos of the narrative, one loses track of the counternarrative, which is that there were elites (centered on Putin and his security cabal, the so-called siloviki) who sought from the beginning to establish an authoritarian regime in Russia, not perhaps for its own sake but because controlling the political and economic development of the country was for them a greater ambition than building any democracy that would inevitably force them to surrender power at some point. When they came to see themselves as the personal guardians and guarantors of Russia’s future, this only increased the possibility that they would not only resist the rotation of elites, critical to a democracy, but actively seek to stymie it. And they used many methods to achieve this, including engaging in criminal behavior, controlling the legal system and the media, and, above all, maintaining group cohesion through combinations of threats and rewards.


Instead of seeing Russian politics as an inchoate democratic system being pulled down by history, accidental autocrats, popular inertia, bureaucratic incompetence, or poor Western advice, I conclude that from the beginning Putin and his circle sought to create an authoritarian regime ruled by a close-knit cabal with embedded interests, plans, and capabilities, who used democracy for decoration rather than direction. In other words, Russia is both a democratic failure and a resounding success—that is, a success for Putin and his cronies and a success on their terms.


Of course, in this system, there is robust political contestation, there is great uncertainty and instability, and there are still democrats and democratic aspirations. There is also popular support for Putin beyond Russia’s intellectual classes—support bolstered by high oil prices and state control over almost the entire media space. The internal logic of this system has strengthened the power of Putin over the rest; of “manual control” over institutions; of instructions and “understandings” (ponyatiya) over law; and of money over everything.


Putin and his circle could have passed and upheld laws to protect, promote, cement, and sustain democratic institutions, but they chose not to. On the contrary, they have established what they themselves internally call a sistema that undermines, mocks, and mimics democracy but that actually serves the purpose of creating a unified and stable authoritarian state that allows individuals close to Putin and his associates to benefit personally from the unparalleled despoliation of Russia’s vast natural resources. The evidence I present suggests that, from the moment Putin took power in 2000, Russia ceased to be a place where democratic dreamers could flourish. To be sure, Putin has built a legalistic system, but this system serves to control, channel, and coerce the middle class and the broader elite while at the same time allowing the inner core to act with impunity along what has been called Putin’s “vertical of power,” according to the adage “For my friends, anything. For my enemies, the law!”11


This is not to say that the Russian ruling elite does not see the benefits of a robust rule-of-law system. On the contrary, their behavior in parking their money in Western banks suggests they are very interested in it—just not in their own country. The American economist Mancur Olson was right to posit that in the transition from dictatorship to democracy, “roving bandits” will over time gain an interest in laws to vouchsafe their gains and will settle down, and from this interest in the stability and predictability of gains, democracy will emerge. Under Putin, as the regime made the transition from what Olson called “roving” to “stationary” bandits, interelite violence did decrease, and the streets became safer, as Olson predicted.12 But Olson failed to foresee the extent to which globalization would allow Russian elites to continue to maximize their gains by keeping domestic markets open for their predation while minimizing their own personal risk by depositing profits in secure offshore accounts.


This book does not look in detail at what is happening in Russia today; instead I seek to ascertain the authoritarian moment in Russia. The story starts with the collapse of the USSR, when, as the archives of the Communist Party of the Soviet Union (CPSU) reveal, the KGB moved the CPSU’s vast financial reserves offshore, out from under President Mikhayl Gorbachev’s control, thus further crippling his regime. The August 1991 coup by Communist and KGB hardliners failed, but aspirations for revanche remained. One of the chief PR strategists of Putin’s 2000 victory, Gleb Pavlovskiy, subsequently put it like this, after he had been sacked by the Kremlin: “Putin belongs to a very extensive but politically invisible layer of people who after the end of the 1980s were looking for a ‘revanche’ in connection with the fall of the Soviet Union.”13 The 1990s was spent preparing for that moment.


Vladimir Putin spent his entire early life yearning to join and was finally accepted into the KGB. By his own account, his favorite songs are Soviet standards, not Western rock. He has been deeply conservative his whole life. Yet he has also been a keen collector of every possible trapping of material wealth. When he was stationed in East Germany, he had the leaders of the German Red Army Faction (also known as the Baader-Meinhof Group) steal speaker systems for him when they had a moment free from their terror campaigns. Back in Russia in the early 1990s, Putin acquired a substantial country house, or dacha, and an apartment in the most prestigious section of St. Petersburg within his first years of working in the city; neither of these could have been purchased with his meager official salary.


This pattern of uncontrollable greed, of wanting what rightfully belongs to others, which Masha Gessen calls pleonexia,14 has resulted in over twenty official residences, fifty-eight planes, and four yachts. Sadly for Russians, Putin does not “own” any of these, except his St. Petersburg properties and perhaps his first yacht, the Olympia, which was presented to him as a gift by a group of oligarchs headed by Roman Abramovich just prior to Putin’s becoming president in 2000 and delivered in 2002. Without the presidency Putin theoretically would not be allowed to keep any of these accoutrements of power, except perhaps for the $700,000 in watches that he routinely sports—six times his declared annual income, a subject of constant Russian journalistic interest.15 Thus his motivation to leave power is reduced to zero. Those who say politicians can’t be called corrupt unless the police find $20,000 in small bills in their freezer, or who say “But the U.S. presidents have Camp David,” should contemplate how much has been spent from public funds on the construction, maintenance, furnishing, and round-the-clock staffing of these twenty residences, most of which did not exist, or at least not in their current gilded state, prior to Putin’s rule.


The demands of this tribute system have meant that the cost of doing business in Russia has escalated to such an extent that Russian and foreign businesses alike wonder whether they can even turn a profit. The global Swedish furniture chain Ikea threatened to call it quits after years of trying to run a clean business in Russia. When the head of Ikea Russia, Lennart Dahlgren, left the company in 2006, he revealed that they had been subjected to years of legal traps that they sought to solve by meeting personally with Putin. But a high-ranking official told them that a meeting with Putin would cost $5 million to $10 million. Stating that he didn’t know whether they were speaking seriously or joking, Dahlgren told reporters: “I sensed that it would be better not to get into that discussion any deeper.”16


A democracy is easier to research than a dictatorship. Even so, nondemocratic actions in a democracy, like corruption, are less easy to research than candidates’ public speeches, for example. When the subject of study is how, when, and why Russian elites decided to take the country away from democracy, obviously no one from this group is giving public interviews, and if they do, as happened with Aleksandr Litvinenko, they suffer a cruel death.


More difficult to research are Russian elites’ private financial motivations for taking certain actions and the clan conflicts within the elite that produce sometimes contradictory public results. I spent almost eight years studying archival sources, the accounts of Russian insiders, the results of investigative journalism in the United States, Britain, Germany, Finland, France, and Italy, and all of this was backed by extensive interviews with Western officials who served in Moscow and St. Petersburg and were consulted on background. Based on all this, I believe it is possible to construct a credible picture of Putin’s rise. I also consulted with and used many accounts by opposition figures, Russian analysts, and exiled figures who used to be part of the Kremlin elite. These have become an increasingly credible source of information, particularly as the number of émigrés increases.


Above all I have relied on the work of Russian journalists who wrote this story when the Russian media was still free. Many of them died for this story, and their work has largely been scrubbed from the Internet, or (as I discovered several times) infected with viruses attached to online documents, leading to computer crashes. Whole runs of critical newspapers have disappeared from Russian libraries. But “they” always forget to remove them all, and many Russians still keep clippings, reminiscent of a previous era when the state similarly ended press freedoms.


Finally, the dump of nonredacted cables from Wikileaks is very regrettable but also a completely fascinating source of information. For example, a 2010 cable from America’s ambassador in Moscow John Beyrle to the U.S. secretary of state provided the following description of how money, elections, criminal activity, and the Kremlin interact:


XXX [name redacted by author] stated that everything depends on the Kremlin and he thought that . . . many mayors and governors pay off key insiders in the Kremlin. XXX argued that the vertical works because people are paying bribes all the way to the top. He told us that people often witness officials going into the Kremlin with large suitcases and bodyguards full of money. The governors also collect money based on bribes, almost resembling a tax system, throughout their regions. He described how there are parallel structures in the regions in which people are able to pay their leaders. For instance, the FSB, MVD [Ministry of Internal Affairs], and militia all have distinct money collection systems. Further, XXX told us that deputies generally have to buy their seats in the government. They need money to get to the top, but once they are there, their positions become quite lucrative money making opportunities.17


Vladimir Putin is both a product and a producer of this pervasive system of corruption. Of course, he is not the only Eurasian or Western leader to have collected gifts and tributes. But to have created with this clique an entire system that spans eleven time zones is by any account an impressive achievement. I argue that the outlines of the authoritarian and kleptocratic system were clear by the end of Putin’s first one hundred days in 2000. It is a story that begins even before the collapse of the USSR.



I. U.S. government anonymous leaks in 2014 claimed that Putin had spent illicit funds since the early 2000s on the unrivaled acquisition of luxury items, including his twenty presidential residences; that he had siphoned off cash from Gazprom to the tune of 70 percent of its capital expenditures; and that he controlled an estimated 4.5 percent of Gazprom, 37 percent of shares in Surgutneftegaz, and 50 percent of Gunvor. See Bill Gertz. “Putin Corruption Network Revealed,” Washington (DC) Free Beacon, April 7, 2014, http://freebeacon.com/national-security/putin-corruption-network-revealed/.


II. This redirection in my research was particularly reflected in several earlier works, including Eastern Europe, Gorbachev and Reform (1990); Russia and the New States of Eurasia: The Politics of Upheaval (1994), coauthored with Bruce Parrott; and two series coedited with Bruce Parrott, the four-volume Democratization and Authoritarianism in Postcommunist Societies (1997) and the ten-volume The International Politics of Eurasia (1994–97).8


III. Most books in this genre were influenced by the writings of Samuel Huntington, The Third Wave: Democratization in the Late Twentieth Century (1991). But in addition to these institutional perspectives, theories derived from economics and public choice also were used to bolster the claim that over time, democracy would emerge in Russia, as in Mancur Olson’s Power and Prosperity (2000).9


IV. The field has a rich collection of books on democracy in Russia (e.g., McFaul 2001; Fish 2005; Sakwa 2011), and all of them are full of foreboding about democracy’s limits and failings. But there are no Western academic accounts of the origins and development of authoritarianism as an elite project in Russia. Henry Hale’s early discussion of stalled party development, Why Not Parties in Russia (2007), Regina Smyth’s (2006) book on the impact on democracy’s “grand strategy” of rational actor microchoices made by candidates in Russia’s mixed electoral system, Brian Taylor’s study of the power ministries, State Building in Putin’s Russia (2011), the books by Gulnaz Sharafutdinova (2011) and Thomas Remington (2011) on the political economy of Russia’s regions, and Michael Urban’s book on elite discourse, Cultures of Power (2010), are notable exceptions, although they each deal with only one aspect of the building of authoritarianism in Russia. The serious contributions by Russian analysts on this subject are too numerous to mention and are discussed in depth throughout this book. Wider works on competitive authoritarianism certainly exist, including excellent contributions by Levitsky and Way (2010), Gandhi (2008), and Brownlee (2007).10





Chapter One
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The USSR at the Moment of Collapse


IN DECEMBER 2012, in a judicial hearing in London into the death of Aleksandr Litvinenko, a former operative for the Russian FSB who for some time had been a virulent critic of President Vladimir Putin, Hugh Davies, the counsel to the inquest, stated that evidence possessed by the British government established “a prima facie case in the culpability of the Russian state in the death of Alexander Litvinenko.”1 In July 2014, as relations with Russia deteriorated, British prime minister David Cameron announced he would let the public inquest proceed. At the center of the inquiry was a claim by Litvinenko’s widow that, at the time of his 2006 death by polonium-210 poisoning, he was providing evidence to Spanish authorities about “Russian mafia links to the Kremlin and Vladimir Putin.”2


The inquest pointed to the tangled web of relations between the Russian state and the mafia, relations that were known to Western governments and much discussed in U.S. cables released by Wikileaks. In particular, a series of events in Spain underlined what had become an interlocking network of associations and clan-based politics centered on Putin. First there was the arrest in Spain in 2008 of the reputed leaders of the St. Petersburg–based Tambov-Malyshev organized crime group,I including Gennadiy Petrov and Aleksandr Malyshev. Then there was the warrant for the arrest of Vladislav Reznik, who was the cochairman of the ruling United Russia Party and chairman of the Duma’s Finance Committee.3,II Finally, there was the revelation that Communications Minister Leonid Reyman owned a beachfront house in the same resort in Majorca as Petrov, who introduced him to potential Spanish partners, and that Reyman himself was under investigation by Spanish authorities.5


All those under investigation in Spain came from St. Petersburg, and all were close associates of Putin, as they rose up together from the early 1990s onward. This incident goes to the heart of whether, as Spanish prosecutors stated in classified briefings to U.S. and other Western governments, made public via Wikileaks, Russia under Putin had become a virtual “mafia state”6 in which state structures operate hand in glove with criminal structures to their mutual benefit, with the mafia operating within guidelines established by top Kremlin elites for the purpose of strengthening Putin’s hold on power, silencing critics, and maximizing mutual economic benefits.


Briefing U.S. officials behind closed doors, the Spanish prosecutor called Russia, Chechnya, and Belarus “mafia states” and stated that in such countries “one cannot differentiate between the activities of the government and OC [organized crime] groups.” Further, the security services “control OC in Russia. . . . The FSB is ‘absorbing’ the Russia mafia” and using them for black operations as a price for operating on Russian territory. But at the same time, the prosecutor told U.S. officials, Russian organized crime responds to pressure by taking advantage of “the corruption of high-level ministers.” Extensive wiretaps showed that these Russian organized crime leaders had a “ ‘dangerously close’ level of contact with senior Russian officials.”7 The secret cable reported Spanish press allegations that the Spanish government had compiled a list of Russian procurators, senior military officers, and politicians, including current and former ministers, who were involved with Petrov and Russian organized crime. The list included at least four sitting ministers, including the Russian minister of defense at that time, Anatoliy Serdyukov, who was notable for his “very close ties” to Petrov.8 The cable that was released also referenced other classified lists of compromised officials that were not part of the Wikileaks documents but indicate that the U.S. government has had a very specific idea of the officials involved in links between the Russian government and Russian organized crime since at least 2008.III


The questions arising from this fascinating story are many: What kind of system has Putin created? When did these plans emerge? Who is at the center of them along with Putin? What kind of control does Putin have over the plans themselves? I suggest that the antidemocratic and politically illiberal aspects of the plans were present from the beginning, as were the efforts to create a liberal economic system that would allow Russians to enjoy the fruits of their labors more than at any time in their history. The plan was always that those closest to power would be in a position to enjoy those fruits on an unprecedented scale. The story starts when the Soviet Union was still standing, if declining, in the 1970s and 1980s.


Beginning in the 1970s, when the Soviet leadership started to enter the world economy to sell oil in exchange for technology (some of it bought illegally at high prices) and grain to offset the structural problems in their own economy, they began to accumulate funds in hard currency abroad. Conflicts in the Middle East quadrupled the price of oil in the 1970s, thus massively increasing the amounts in Soviet overseas accounts. These accounts were under the strict day-to-day control of the KGB and were used to fund foreign operations, underwrite friendly parties and movements, and purchase goods for import. The strategic decisions about how the money would be spent were made by the Communist Party hierarchy, while the KGB was in charge of implementation. However, under Soviet president Mikhayl Gorbachev there is reason to think that the KGB declined to repatriate funds and only increased the economic crisis of a leadership in which they had no confidence. Indeed even more funds began to flood out of the USSR in the late 1980s for safekeeping abroad. As one well-placed Russian cooperative owner observed in 1989, “The West thinks the KGB is gone. They [the KGB] are no longer concerned with investigating people, but they are very involved in destabilizing perestroika. Last week the KGB created a new division of forty agents to do nothing but start joint ventures with Western firms. This is their experimental sociological work. If the crowds rush in tomorrow to kill Gorbachev, the KGB will do nothing because they are concentrating on their scientific experiments.”9


When the newly elected Russian president Boris Yel’tsin banned the CPSU after the failed 1991 August coup against Gorbachev, the CPSU’s guidance ceased, and the control over this vast mountain of foreign money fell to KGB agents who had access to foreign operations and accounts. Some of the money stayed abroad and disappeared, but when the USSR collapsed and assets became available for purchase inside the country, this money was available for investment to those who controlled the accounts. Thus were born, it is estimated, most of Russia’s oligarchs and commercial banks. By the early 1990s KGB veterans who knew the details of these accounts needed like-minded officials in key positions who could help control who would get to invest in Russia and who would not.10 For this they found willing allies among the KGB and Party veterans who flooded into the new cooperative movement in the late 1980s11 and who then sought to build capitalism, enrich themselves, and control market entry. Among these was the rather more junior KGB official Vladimir Putin. And in trying to control what kind of economy would emerge, they were up against a formidable and historic collapse.


Some people visualize Russia in the late 1990s as a country that went through a “Wild West” period, or something similar to Al Capone’s reign in Chicago. But in 1999 a prominent expert stated in testimony before the U.S. Congress:


For the U.S. to be like Russia is today, it would be necessary to have massive corruption by the majority of the members of Congress as well as by the Departments of Justice and Treasury, and agents of the FBI, CIA, DIA [Defense Intelligence Agency], IRS, Marshal Service, Border Patrol, state and local police officers, the Federal Reserve Bank, Supreme Court justices, U.S. District court judges, support of the varied Organized Crime families, the leadership of the Fortune 500 companies, at least half of the banks in the U.S., and the New York Stock Exchange. This cabal would then have to seize the gold at Fort Knox and the federal assets deposited in the entire banking system. It would have to take control of the key industries such as oil, natural gas, mining, precious and semi-precious metals, forestry, cotton, construction, insurance, and banking industries—and then claim these items to be their private property. The legal system would have to nullify most of the key provisions against corruption, conflict of interest, criminal conspiracy, money laundering, economic fraud and weaken tax evasion laws. This unholy alliance would then have to spend about 50% of its billions in profits to bribe officials that remained in government and be the primary supporters of all of the political candidates. Then, most of the stolen funds, excess profits and bribes would have to be sent to off-shore banks for safekeeping. Finally, while claiming that the country was literally bankrupt and needed vast infusions of foreign aid to survive, this conspiratorial group would invest billions in spreading illegal activities to developed foreign countries. . . . The President would not only be aware of all these activities but would support them.12


This statement was made in testimony to the U.S. House Committee on Banking and Financial Services by Richard L. Palmer, who had been CIA chief of base and chief of station in countries of the former Soviet Union. When Palmer gave his testimony in September 1999, Putin was not yet president, but he was prime minister, he had been head of the successor organization to the KGB, the Federal Security Service, and he had been investigated on a number of occasions for high-level corruption and criminal activity.


Of course, there were those in the Russian government who were aware of the problem and had tried to correct it. On February 18, 1992, for example, the Yel’tsin-Gaidar government signed an agreement with an American corporate private investigation firm, Kroll Associates, to track down and help repatriate money illegally held or taken abroad by former Communist Party and Soviet government agencies, including the KGB. The money had allegedly left the country prior to the August 1991 attempted coup against the reformist-oriented Gorbachev by conservatives in the highest echelons of the ruling Communist Party and the KGB.13 A group of Central Committee officials, including the head of the Party department dealing with the defense industry, the head of state television and radio, and the deputy head of the committee in charge of privatizing state property, were all dismissed after revelations about their involvement in embezzlement and capital flight. Several of them had also been involved in efforts during the Gorbachev period by a so-called patriotic wing of the special services to organize various provocations to undermine Gorbachev and prove that his reforms needed to be halted. Yegor Gaidar, who at that time was the minister of finance, stated that this kind of activity was not only illegal but constituted continued political resistance to the government’s economic reform efforts: “Last year saw large-scale privatization by the nomenklatura [the high-ranking elite], privatization by officials for their own personal benefit.”14 The New York Times reported that the office of the Russian procurator general had been “unable to penetrate the maze of hidden bank accounts and secret investments, left behind by party officials acting in some cases . . . with the cooperation of the K.G.B. . . . One estimate for the party’s hidden assets is $50 billion.”15 Kroll, which had also led the hunt for stolen funds from the Marcos regime in the Philippines and Saddam Hussein’s invasion of Kuwait, was reported to have “found that thousands of mostly offshore bank accounts, real estate holdings and offshore companies had been set up to launder and shelter these funds and what had been the Soviet Union’s gold reserves.”16,IV


In response to this report and their own investigations, the Yel’tsin government passed a law giving it the right to confiscate funds taken abroad illegally. Yel’tsin was receiving monthly updates from Kroll; the lower house of the Russian Supreme Soviet, the Council of Nationalities (as it was called until December 1993), demanded that the Foreign Intelligence ServiceV provide a report on Kroll’s progress, which Izvestiya reported was provided in a closed session by First Deputy Director Vyacheslav Trubnikov.18 The Supreme Soviet Presidium had decreed that a special commission be established by the procurator general to investigate corruption, abuse of power, and economic offenses. Its report was presented to the Supreme Soviet in September 1993. In it Kroll’s efforts were noted; the document recounted widespread instances of “bribery of officials, blackmail, and the illegal transfer of currency resources to foreign banks,” with specific ministers sanctioned by name, including Minister of Foreign Economic Relations Pyotr Aven (whose activities in approving Putin’s early contracts as head of the St. Petersburg Committee for Foreign LiaisonVI are dealt with below). The report also criticized the Ministry of Security (the precursor of the FSB) for the fact that while it had opened three hundred investigations in the first six months of 1993 alone, only “two criminal cases had been instituted in practice.”19 In theory, in both Yel’tsin’s camp and in the Communist-dominated legislature, everyone was seeking to stanch the flow. But nothing happened in practice. As one of Kroll’s investigators stated, the report raised “suspicions about certain players and institutions [in the former Soviet Union]. Our problem is that when we sent it to Moscow, it was never followed up.”20


This image of high-level culpability was reinforced when U.S. law enforcement intercepted telephone calls in the United States from the highest officials in President Yel’tsin’s office, Prime Minister Viktor Chernomyrdin’s staff, and other ministers to and from the head of the Russian firm Golden ADA, established in San Francisco, linking the firm to various scams that collectively added up to almost $1 billion.21 The size of the scams is suggested by the fact that in 1994 Golden ADA had a declared taxable income in the United States of $111,485,984, according to U.S. court documents.22 FBI records show that the FBI turned over to Russia information linking Golden ADA with Yevgeniy Bychkov, the chairman of the Russian Committee for Precious Gems and Metals, and Igor Moskovskiy, a deputy minister of finance. Eventually, in 2001, with documents provided by FBI wiretaps, as the FBI website wryly states, both “were convicted of abusing their state positions and immediately granted State Duma amnesties.”23 At an Aspen Conference in St. Petersburg in the early 1990s, I asked a high-ranking U.S. government official, “How many Russian government ministers have bank accounts abroad in excess of $1 million?” The reply came back immediately and without hesitation: “All of them. Every last one.” This was the general view of what was going on throughout the entire country at the time, a view reaffirmed by subsequent Russian journalistic investigations.24


While capital flight quickly became a broader problem involving economic entrepreneurs and industrial enterprises, the problem began with the privileged access to Soviet state reserves by insider KGB and CPSU elites. The story began when KGB chairman Vladimir Kryuchkov convinced Gorbachev to use KGB-trained economists to stimulate and control an opening for Western investors in the USSR and increased Soviet investments abroad.25 Kryuchkov and the top leadership in the KGB distrusted Gorbachev and his policies and feared that he would lose control of the country.VII Having received permission from the leader of the CPSU to control the process of opening up to the West, the top KGB leaders lost no time in ensuring that their institutional interests were secured. Russian and foreign journalists worked to put together the story of what had happened to the USSR’s reserves, and all signs pointed to efforts beginning in 1990, if not earlier, to prepare for the possible collapse of power. Looking at the situation in eastern Europe, where Communist regimes had fallen without so much as a whimper, these investigative accounts suggest that Soviet KGB hardliners clearly acted to resist any similar assault. And they did this in collaboration with hardliners in the Party and with the support of Politburo decisions, specifically an August 23, 1990, Central Committee decree that authorized “urgent measures on the organization of commercial and foreign economic activities of the Party.”


Issued over the signature of Vladimir Ivashko, the deputy general secretary of the CPSU at the time, the memo expressed the need to develop an “autonomous channel into the party’s cash box,” in preparation for the time when the CPSU might not be the only party in the USSR. The memo called for specific measures to protect the Party’s “economic interests”: form new economic structures abroad to provide the basis for “invisible party economics”; establish a foreign bank for the Central Committee that would “conduct currency operations”; and consult with the relevant state institutions to use “national property for the foreign economic work of the Party, [including] the property left after the Soviet armies left Czechoslovakia, Hungary and the German Democratic Republic.” To achieve these ends, “there must be a strict observance of discreet confidentiality and the use of anonymous facades to disguise the direct use of money to the CPSU. The final objective is to build a structure of ‘invisible’ party economics. . . ; a very narrow circle of people have been allowed access to this structure. . . . All this is confirmed by the experiences of many parties, working for decades within a framework of multiparty cooperation and market economics.”26,VIII


To this end, a colonel in the KGB First Chief Directorate,IX Leonid Veselovskiy, was transferred to the Central Committee’s Administrative Department. A memo attributed to him was later uncovered by Paul Klebnikov, the American editor of Forbes Russia, assassinated in Moscow in 2004, and reads in part:


The earnings which are accumulated in the Party treasury and are not reflected in the financial reports can be used to purchase the shares of various companies, enterprises, and banks. On the one hand, this will create a stable source of revenue, irrespective of what may happen to the Party. On the other hand, these shares can be sold on the security exchanges at any time and the capital transferred to other spheres, allowing the Party to keep its participation anonymous and still retain control. . . . In order to avoid mistakes in the course of this operation during the “period of emergency,” it is essential to organize, both in the USSR and abroad, special rapid response groups, staffed by specially trained instructors from the “active reserve” of the KGB of the USSR, as well as by trusted individuals volunteering their cooperation and by individuals who, for one reason or another, have lost their job in the field units or administrative departments of the KGB of the USSR.28


He later stated, “The reason for my transfer was the urgent need of the directors of the Administrative Department to create a division capable of coordinating the economic activity of the Party’s management structures in the changing climate. . . . The choice fell to me, since by education I am an international economist [and] I have experience working abroad.”29 Having been transferred to the Central Committee, Veselovskiy worked under the supervision of a small group that consisted of Ivashko; Nikolay Kruchina, the CPSU Central Committee chief of the Administrative Department; and KGB chairman Kryuchkov and his deputy director, Filipp Bobkov, who sent a directive to overseas residences that they should immediately submit proposals for the creation of covert KGB commercial firms and financial establishments.30


Those in the International Department of the Central Committee and the First Chief Directorate of the KGB, dealing with foreign operations, already had a standard operating procedure for transferring secret funds abroad as a result of their support of foreign Communist parties. For example, General Nikolay Leonov, who was the deputy chief of the First Chief Directorate, had been in charge of money flows to Latin American countries (as well as having had contact with Che Guevara and interpreting for Khrushchev and Castro). He described the procedure in a subsequent interview: “Technically it was done in a very simple way. The Central Bank of the State of the Soviet Union handed the money directly to the Central Committee, to the International Relations Department which was responsible for relations with communist parties and national liberation movements. The money was physically taken to the Central Committee and as the final paragraph of these resolutions always said ‘. . . the KGB is entrusted with carrying out the decision,’ we received the order to collect the money, send it to the corresponding countries and deliver it to its destination.”31 The only thing that changed in 1991 was that the KGB and CPSU Central Committee were using this procedure to ensure their own future, not the future of some Latin American Communist party.


Under the supervision of this group, Veselovskiy created a capitalist economy within the CPSU apparatus, establishing joint ventures and bank accounts abroad, both to make money and to hide money. According to a 1991 report, Veselovskiy, who “was assigned to manage Communist Party commercial affairs overseas, told his masters that he had found ways to funnel party money abroad. The stated goal: to ensure the financial well-being of party leaders after they lost power.”32 After the August coup Veselovskiy fled the country, first to Canada to link up with a Canadian subsidiary of a Swiss-based firm, Seabeco, and then to Zurich to begin a banking career at one of the very banks he had helped to establish.33 Kryuchkov was briefly jailed; Kruchina died during the coup after a fall from his apartment window;X and Ivashko was briefly general secretary of the CPSU during the August coup but retired in 1992 and died soon after.


However, most of the KGB operatives who had been involved in forming cooperatives at home (many from the KGB’s Fifth Chief Directorate, headed by Filipp Bobkov, or the Sixth Chief Directorate, in charge of economic security and controlling the mafia) or joint ventures abroad (the function of the First Chief Directorate) formed the backbone of the new caste of KGB entrepreneurs who not only set up their own firms but provided security for emerging oligarchs, some of whose greatest profits came from this period. Bobkov, who joined the KGB during the reign of Lavrentiy Beria in the Stalin period, reportedly took about three hundred of the top operatives of the KGB Fifth Chief Directorate who were responsible for internal order to form the security services for Vladimir Gusinskiy’s Media-Most company. He also is reported to have taken many of the KGB’s personnel files with him.34


Aleksey Kondaurov, also a general in the Fifth Chief Directorate, became the head of analysis for Bank Menatep, owned by the Russian oligarch Mikhayl Khodorkovskiy. He conceded that “leaders from all levels of power, from the party nomenklatura to the red directors, were looking for people who would help them deal with the new economic realities. . . . Khodorkovskiy and his group were these new young wolves.”35 Khodorkovskiy moved to establish links with the West, but those financial circles recall that when they first met him and his team, the Russians didn’t know how to use a credit card, they didn’t know how to write a check, and they didn’t have money enough to stay even in a hostel. They were quick learners, but as Anton Surikov, an independent security expert who had previously served in Soviet military intelligence and who knew Khodorkovskiy and those like him in the late 1980s, stated, “It was impossible to work in the black market without KGB connections and without protection from the KGB. Without them, no shadow business was possible. . . . The creation of the oligarchs was a revolution engineered by the KGB, but then they lost control.”36 As to whether Khodorkovskiy’s Bank Menatep was indeed one of the many vehicles used to launder CPSU money, as the legend goes, one of the five major initial shareholders, Mikhayl Brudno, who fled to Israel when Khodorkovskiy was arrested under Putin in 2003, simply said, “It can’t be ruled out that some companies that belonged somehow to the Communist Party were clients, but we were not able to identify them as such.”37


Bobkov and Kondaurov were not the only Party or KGB officials who moved to take advantage of the new law on cooperatives and the easing of foreign trade regulations. In November 1991 the magazine Stolitsa reported that two-thirds of the employees of the nascent Russian stock exchange center were ex-KGB officials who were using their new position to launder KGB and CPSU money abroad.38 On June 24, 1992, Literaturnaya gazeta published excerpts from a telegram dated January 5, 1991 (No. 174033), which said that in December 1990 KGB chairman Vladimir Kryuchkov had authorized “provisional regulations of a secret operating structure within the organs of the KGB.” The purpose was to “provide reliable protection for leaders and the most valuable [KGB] operatives, in case the internal political situation develops along East German lines; obtain funding for the organization of underground work if ‘destructive elements’ come to power; and create conditions for the effective use of foreign and domestic agents during increased political instability.”39,XI Both General Oleg Kalugin, who had been head of Soviet counterintelligence until 1990, and the Russian journalist Yevgeniya Al’bats have underlined that the KGB really struggled to control the privatization process against the mafia on one side and the “destructive elements” (democrats) on the other.40 Kalugin subsequently stated that even before Gorbachev came to power, the KGB had placed its people in most Soviet banks abroad, in line with KGB chief Yuriy Andropov’s policy of maneuvering the KGB to promote economic reforms while controlling the process by greater political repression.41 Conveniently Kryuchkov’s own son was reported to be the KGB rezident (head of station) in Switzerland.42


The Russian government lead procurator from the Procurator General’s Office, Sergey Aristov, responsible for Criminal Case No. 18/6220–91, brought against those top officials who carried out the August 1991 coup, claimed that at the beginning of 1991 the CPSU Property Management Department alone had 7 billion rubles ($3.92 billion)XII in assets. By the autumn of that year, after the coup had failed and the investigation had begun, this 7 billion had largely been disbursed to commercial banks at home and abroad and to 516 businesses established using the Gorbachev-era law on cooperatives. Of these 516, the largest, according to Aristov, was a “loan” of 300 million rubles ($168 million) to a cooperative society of former KGB officers called Galaktika, or Galaxy.XIII, 43 CIA station chief Richard Palmer claims that Galaktika and other KGB-fronted firms received almost 1 billion rubles ($560 million) from Party funds.44 Further, Aristov claimed, more than ten commercial banks were established using 3 billion rubles ($1.68 billion) of Party money. He asked, “In the summer of 1991, a giant, finely tuned ‘invisible’ Party economy, corruptly involved to the necessary degree with the current government, went underground. . . . How much did they manage to hide?” Yel’tsin’s own press secretary, Pavel Voshchanov, similarly charged that the Communists had set up an “invisible party economy” that allowed them to hide money abroad. He also claimed that the Party had used Western credit to support “debt-ridden friendly companies” outside Russia rather than use the money for its intended purpose: to purchase food to prevent shortages during the coming winter.45 In another example, Aristov found that a cooperative venture called ANT, which was established by KGB officers reporting to the Council of Ministers and under the protection of Politburo member Yegor Ligachev, had received 30 billion rubles’ ($18.3 billion) worth of bartered materials from a French company in the first half of 1989 alone.46 The ANT cooperative was the subject of a four-part investigative series by Novaya gazeta in 2008 in which the authors concluded that the ANT deal was one in which, “long before the August coup, the security forces had set out to stop perestroika with tanks.” The investigation confirmed what was found in the 1992 investigations following the failed August coup: that the KGB had used various means to stymie the emerging democratic movement in Russia.47Novaya gazeta concluded that ANT “employees,” who were in fact KGB officials, put modern battle tanks on flatbeds without proper authorization from the Ministry of Defense, labeled as “means of transportation unsorted.”48 At the last minute these cooperative workers were to be “caught” trying to illegally export the export-restricted tanks from the country, in this way giving conservative opponents to Gorbachev the ability to hold up these reforms and say, “Look. Admire—Gorbachev’s reforms will destroy Russia.”49 Anatoliy Sobchak, who spoke about the scandal in the Congress of People’s Deputies, accused ANT employees not only of planning to provoke a crisis with the “sale” of tanks but also of trying to organize the sale of rough-cut diamonds from the state and of trying to export strategic raw materials worth tens of billions of rubles.50 Sobchak’s intervention further bolstered his public persona as a leader of the democratic movement and someone ruthlessly opposed to such KGB tactics. It probably also alerted KGB officials that Sobchak was someone who would, in the future, need to be brought under control, which is where Putin would come in.


As for the money abroad, Procurator Aristov’s team received numerous reports of money flooding out of the country in advance of the August coup, including, for example, $70 million to Finland in one transfer alone. But his investigative efforts were hampered by the reluctance of foreign banks to provide account information without proof of a crime and the unwillingness of “certain circles” within the Russian government to allow investigators carte blanche.51


Carlo Bonini and Giuseppe d’Avanzo, the two Italian reporters who later broke the Mabetex story revealing Yel’tsin’s corruption, reported that during this period KGB operatives in particular were working to keep the core of their institution together, since it constituted, in their opinion, the backbone of the entire country.52,XIV By their own accounts, top KGB officials felt that unless they coalesced around each other, the country would fall apart. General Leonov, who had been the deputy head of the KGB’s First Chief Directorate in charge of foreign operations, lamented in a 1998 interview that lack of leadership had doomed the USSR from the mid-1970s onward: “Brezhnev dies, and Andropov takes over, already sick. He is followed by Chernenko, also ill. Then Gorbachev takes office, but he is not a leader, and finally Yel’tsin, the destroyer. In other words, we did not have a leader of national stature.”54


While some of these “state people” from the KGB, including Vladimir Putin, according to his own account,55 may have had a high opinion of Gorbachev’s plans to reform a system they certainly realized was moribund, their highest respect evidently went to Andropov, who as KGB chief and then as Leonid Brezhnev’s successor, had encouraged economic liberalization even as he cracked down on dissent. Now in 1990, with as many as 30 percent of those KGB employees stationed abroad, including Putin, they suddenly found themselves without a job and forced into the “active reserves,” waiting for their next assignment.


A definition of the role, rights, and duties of those members of the active reserves was provided by Valery Shchukin, the deputy governor of Perm oblast’, one of Russia’s regions, in 2000, when Putin’s own status as a member of the active reserves in St. Petersburg also became known. To be a  member of the active reserves “means that a person is not receiving a salary but continues to be on the staff list, has access to operational information, is eligible for promotion, and is obligated to carry out orders from superiors, including secret, confidential orders, without notifying his superiors at the place of civil service.”56 These were agents with knowledge of foreign languages and cultures and also black banking and black methods; it is not surprising that they sought to establish networks of mutual support.57


Many members of the active reserves went into the private sector, setting up banks and security firms. Others, it would appear, formed the backbone of the coup attempt in August 1991. They did this less for their Communist ideals per se than for the Motherland, for the institution of Chekism (loyalty to the idea of an unbroken chain of security services, from Lenin’s Cheka through the KGB to Russia’s new FSB), and for themselves.XV As General Kalugin stated, “The KGB is the most stable part of the integrated structure. . . . The structure created to work under any conditions continues to work automatically. Although the processes of peeling away and disintegration are also at work there, for the KGB authorities it is a question of preserving not only the system itself, but themselves. It’s a question of self-defense and survival. The KGB will be one of those structures that will struggle until the end. And that’s the danger.”59 But when the August coup failed, the money stayed abroad, where the KGB had easy access to it. And because the CPSU was banned after the coup, the KGB alone now controlled it.60


The KGB also established commercial banks in what would soon become the newly independent states of the former Soviet Union, as when a memo authorized Kruchina to transfer 100 million rubles ($56 million) to the new Kompartbank commercial bank in Kazakhstan, possibly with the idea that it would be easier to extract the money from Almaty than from Moscow if the regime collapsed.61


Inside Russia, authorities were struggling to put goods in the stores in the absence of old administrative command mechanisms. Gavriil Popov, the mayor of Moscow, freely admitted that this was done by relying on the traditional “trade mafias,” which had previously worked for the Party but now started to function on their own. They came to be known mainly by their ethnic or by their district or regional affiliation—the Azeris, the Chechens, the Solntsevo group in Moscow, the Tambov group in St. Petersburg—and they seized the opportunity to use the new laws permitting commercial activity to legalize their actions and capture market share.62 But in the absence of the Party and with the collapse of the state, these groups had to provide their own security. Without state-backed law enforcement, violence became the means of enforcing contracts.63


At the same time, the trade mafias came into conflict with Party and state officials who were themselves entering the private economy. A former chief procurator who was responsible for bringing dozens of top officials to court for corruption explained, “Former bureaucrats, those who used to run the administrative economic system, have poured into this milieu. They instantly used their connections, spreading metastases in this new fabric. They do everything in order to come more closely and definitively to property. Before, they possessed it indirectly, but now they have the opportunity to possess it directly.”64 The trade mafias that were not associated with or protected by former KGB or Party bureaucrats had to provide their own security. This intense competition between former officials and elements from the previous black market was a critical feature of Russian economic transition throughout the 1990s.


Thus Gorbachev’s encouragement to form cooperatives and joint ventures inside the country, combined with the urgent establishment of off-the-books banking structures abroad, created a situation in which cooperatives legally funneled state funds into the private sector, and commercial banks were established abroad to receive these funds. The comparative advantage of being part of this early cohort cannot be overestimated. In a February 2000 interview with Boris Berezovskiy, one of the major oligarchs close to the Kremlin at that time, I asked whether the billions he was reported to have collected would withstand legal scrutiny, as some in Russia were demanding. His response was intriguing: “Absolutely. I would submit all of my wealth to legal scrutiny. Except for the first million.”65 The oligarchs depended on both the ex-KGB and organized crime groups to use targeted violence to control market entry, market share, and border control. The situation was the same in St. Petersburg, Putin’s home city. When the CPSU was legally banned after the August coup, the Leningrad (and then St. Petersburg) Association of Joint Ventures stepped in and took over its controlling shares in the newly formed Bank Rossiya. Thus the comparative economic advantage of these elites as the transition to democracy began.


As I stated previously, after the collapse of the USSR and the failure of the August coup, the Yel’tsin government launched an urgent hunt for the CPSU’s money. They stood little chance of recovering the money; in fact much more started to flow abroad on the established financial pathways, sometimes, but not always, quite discreetly. The government and Parliament actively aided and abetted capital flight, as when, in February 1992, the Presidium of the Russian Parliament (under the Speaker Ruslan Khasbulatov) passed the resolution On Measures to Stabilize the Financial Situation of Foreign Banks Set Up with Capital of the Former USSR, authorizing the Central Bank to take over all the shares in Western banks set up with Soviet capital and to provide funds as required to stabilize those banks. (The Russian Parliament was able to order the printing of money until after 1993.) These included Moskovskiy Narodniy Bank in London, Donau Bank in Vienna, and branches of Vneshekonombank, among others.66 Among those involved in this effort were Aleksandr Medvedev and Andrey Akimov, both of whom were associated with the Donau (Danube) Bank, and both reputed to be KGB officers.67 Medvedev later became deputy chairman of the Management Committee and director general of Gazprom Export; a member of the Coordination Committee of RosUkrEnergo, an intermediary company that bought gas from Gazprom and sold it after a price increase to Ukraine; and a member of the Shareholders’ Committee of Nord Stream, a joint-stock energy company. Akimov also became a member of RosUkrEnergo’s Coordination Committee and chairman of the board of Gazprombank.68 In 2005 VTB, Russia’s largest commercial bank, acquired Donau. By 2011 Akimov was a member of the board of Gazprom.


As Procurator General Yuriy Skuratov was to reveal in 1999, in November 1990 the Paris branch of the Soviet State Bank (the predecessor to the Central Bank) had set up an offshore company called Financial Management Company Ltd. (FIMACO) based in the Channel Island of Jersey.69 According to a 1991 report, Leonid Veselovskiy, the former KGB colonel, had been assigned to funnel the CPSU money abroad.70 It was as if European Central Bankers, rather than trying to bolster and save the euro, decided to open dollar accounts in the Bahamas using EU funds. Over the next six years, according to documents provided to Newsweek and in congressional testimony by the former CIA station chief Richard Palmer, the Russian government moved billions of dollars into FIMACO, sometimes also moving the money back to Russia. It was essentially a slush fund for the Kremlin and was used for off-the-books political purposes, including Yel’tsin’s 1996 presidential campaign.71


Simultaneously in the early 1990s, trading firms appeared that acted as intermediaries for selling Russian raw materials abroad, receiving materials at state-subsidized “internal prices” but selling them abroad at world market prices. The Russian Parliament established committees to document and stanch this unprecedented outflow of raw material wealth, reported to include “60 tons of gold, 8 of platinum, 150 of silver,” plus an unknown amount of oil, variously estimated between $15 billion and $50 billion.72 Some estimates were even starker: former prime minister Nikolay Ryzhkov claimed that the gold reserves in January 1990 were 784 tons, but by autumn of that year, Grigoriy Yavlinskiy, Gorbachev’s economic advisor, claimed that number had fallen to 240 tons. After the attempted coup, officials admitted, “A certain amount of gold is missing,”73 but they were unable to verify the exact amount.


In investigating the loss, the Duma found that hundreds of KGB accounts had been established to transfer assets abroad, flowing from the Politburo decision referred to earlier.74 The Duma further concluded that at that time no company in partnership with the West would have been able to succeed without a deputy director or local manager from the security services.75 Certainly cooperatives that were established quickly came to rely on other cooperatives that were formed of former KGB or MVDXVI personnel who provided security.76 These new banks also relied on the knowledge of and connections to Russian and international organized crime,77 as well as former KGB operatives who had knowledge of foreign banking operations and rules. As this discussion has shown, it can generally be concluded that anyone who was establishing cooperatives and succeeding at it in the late Gorbachev period had either KGB or Komsomol cover or krysha.XVII


The irony is not that KGB officials sought to become rich or to keep others from entering the market and gaining a foothold. The irony is that such officials sought to establish and maintain control of the process of privatization for the purpose of keeping unconnected and unauthorized people, whether mafia or democrat, from entering the market, in order to implement Andropov’s dream of establishing an economically freer but politically still controlled and conservative regime, like Pinochet’s Chile or post-Mao’s China. Gleb Pavlovskiy subsequently also concurred that he had been “one of them. My friends couldn’t accept what had happened. There were thousands of people like that in the elite, who were not communists—I was never a member of the communist party. They were people who just didn’t like how things had been done in 1991. By revanche I mean the resurrection of the great state. Not a totalitarian one, of course, but a state that could be respected. And the state of the 1990s was impossible to respect.”78 The writings of ex-KGB officers like Yuriy Drozdov and Nikolay Leonov bring home the same point: the West won the Cold War; the collapse of the USSR objectively deprived Russia of historic allies and strategic depth; and Yel’tsin almost brought about internal collapse. Only with the beginning of the Putin era were the conditions created for Russia to return to the global stage.79


The Soviet dissident Lev Timofeev presciently argued more or less the same point, but from a different perspective, in the early 1990s: “The danger isn’t that yesterday’s district Party committee secretary will become a factory owner or a bank manager. Let him. The trouble is, rather, that this person is yesterday’s man, an unfree person linked to the conspiracy, bound hand and foot to his social class—that very apparat, military-industrial complex, and KGB. He is dependent on that trinity in everything he does, because he obtains his property rights from them for a price: a silent oath of loyalty. If he breaks that oath, he will not remain a property owner for long.”80


Putin himself often harks back to the experience of being a KGB officer, when he was allowed more freedom of thought than others in Soviet society and was allowed to travel to Germany. One of the conclusions he reached from that experience was that it was obvious that a market economy could outperform a planned one. As he said in 2012, a planned economy “is less efficient than a market economy. History has staged two experiments that are very well known in the world: East Germany and West Germany, North Korea and South Korea.”81 But what kind of hybrid controlled-market regime can be established by KGB-trained cadres, who subsequently justified their moves by saying that they alone saw the writing on the wall in the late 1980s and, as Chief Kryuchkov of the KGB stated in a closed speech to the Supreme Soviet in June 1991, saw that Western intelligence services were using high-ranking politicians as “agents of influence” to bring about the collapse of the USSR?XVIII How better to safeguard the CPSU’s funding from Western plots than to bury it deep in secret accounts in Western banks? Rather than fight to keep the USSR going, risking a Yugoslav-style breakup, this group preferred to beat a strategic retreat, while keeping the hopes for revanche alive through the next generation of Chekists—including the FSB’s next generation coming of age with Vladimir Putin. In the meantime, if that doesn’t work out, perhaps they will all at least get rich. The deep history of this hope for political revanche and the money machine that runs it is the story of this book.



I. The Tambov and Malyshev groups had often been rivals but united forces in Spain. They had also sometimes united in St. Petersburg in fights against other outside rivals, including the Kazantsy from Tatarstan. For the best account of their early, and fluid, relationship, see Konstantinov (1995), 147–55.


II. In a revealing 2011 article in Novaya gazeta4 that was translated and included in a U.S. government document released as part of Wikileaks, the author, Sergey Makarov, drew the following conclusions about Reznik and the way he did business as head of the Finance Committee based on an extensive survey of Moscow experts: “After United Russia started establishing its 70 per cent dictatorship in the State Duma in 2004, the deputies lost the opportunity to introduce amendments to the budget in the second reading (including in the interests of their own business); in the opinion of the experts, ‘Now in order to lobby for some line of the budget in the interests of their own business, a deputy must “win over” Reznik so that he will “drop off” the sum of the deputies’ “proposals” to the Ministry of Finance.’ ” As for what happens to these considerations once they arrive in the Ministry of Finance, where the budget is put together and disbursed, Makarov notably points out that while there were many in the Ministry who were seen as corrupt, its chief, Aleksey Kudrin, was generally seen as “not of this world”: “As compared with what he could get out of the budget inventories, he takes very little, and perhaps he does not take any at all. From that standpoint Kudrin in Putin’s eyes is the kind of ‘keeper of the treasury’ who opens it up only for Putin, while he sends other influential people away since one cannot lay away enough for everybody.”


III. By early 2010, the Spanish prosecutor had been reassigned and the investigation appears to have gone dormant.


IV. Joseph Serio, an American seconded to the Organized Crime Control Department of the Soviet Interior Ministry in 1990–91 who went on to head Kroll’s operations in Moscow, reached similar conclusions. On this subject and the global spread of Russian organized crime that occurred in parallel at this time, see Handelman (1995), Klebnikov (2000), Friedman (2002), Varese (2001), Gerber (2000), Williams (1997), and Shelly (2004).17


V. When the KGB was broken up after its involvement in the 1991 coup attempt against Gorbachev, several separate security institutions emerged with different functions: The Foreign Intelligence Service (Sluzhba Vneshney Razvedki, SVR) was formed out of the First Directorate of the KGB and was responsible for external intelligence. The Federal Agency of Government Communications and Information (Federal’noye Agentstvo Pravitel’stvennoy Svyazi i Informatsii, FAPSI) was made responsible for electronic surveillance. FAPSI was the rough equivalent to the National Security Agency in the United States. It existed until 2003, when Putin reunited it with the FSB. The Main Administration for the Protection of the Russian Federation (Glavnoye Upravleniye Okhrany, GUO) came out of the Ninth Directorate of the KGB. It was renamed the Federal Protective Service (Federal’naya Sluzhba Okhrany, FSO) in 1996. It is roughly equivalent to the U.S. Secret Service and is responsible for the protection of high-ranking officials, including the president. The Ministry of Security was formed out of the internal security functions of the KGB and was responsible for domestic and border security. It was reorganized in December 1993 into the Federal Counter-Intelligence Service (Federal’naya Sluzhba Kontrrazvedki, FSK). The FSK was then reorganized into the current-day Federal Security Service (FSB) in April 1995, and it was the FSB that Putin took over as director in 1998.


VI. Komitet vneshnikh svyazey—KVS, also sometimes referred to as the Committee on Foreign Economic Relations, or External Relations.


VII. According to the account provided by a Kryuchkov loyalist in the KGB, General Yuriy Drozdov, they also believed that the pro-perestroika leadership around Gorbachev had among them “agents of influence” from the CIA. Such was the certainty of their belief that subsequent to the collapse of the USSR, conservative “patriots” even instituted proceedings against the architect of perestroika, Aleksandr Yakovlev, on these charges.


VIII. The existence of this document became known when it was submitted by Richard Palmer, the former CIA station chief, as an appendix to his testimony before a U.S. House Banking Committee investigation into Russian money laundering. It was not included in the Fond 89 documents used in the trial of the CPSU, nor is there any indication of Gorbachev’s knowledge or complicity in the movement of these funds, although the fact that they were being moved by a small group of hard-line Party and KGB officials suggests their aim was to conceal what they hoped would be the death knell for the perestroika regime.


IX. Sometimes also referred to in English as the First Main (from the Russian glavnoye) Directorate. The terms used in the organizational charts provided by Andrew and Mitrokhin are used throughout this text.27


X. After the August 1991 coup failed, Kruchina was one of the officials who died, when he fell, jumped, or was pushed from a window. The extent of his efforts to move and hide CPSU money will never be fully known. Six weeks later his predecessor, Georgiy Pavlov, also fell to his death. In April 1991 Time magazine reported that Dmitriy Lisovolik had also leaped to his death, “after investigators found $600,000 in U.S. dollars in the office of Lisovolik’s boss, Valentin Falin, at Central Committee headquarters.” Veselovskiy named International Department deputy chief Karen Brutents as also having access to knowledge of the accounts, as well as three Politburo members, who were unnamed.


XI. When the article’s author, Mark Deych, drowned many years later, the “patriotic” blogosphere exploded with denunciations of his work particularly in the perestroika period. As one vile example, see “Mark Deych: Shit sinks,” at http://www.liveinternet.ru/users/prozorovsky/post218488816/.


XII. Annual average ruble-to-dollar exchange rates are used throughout, derived from Central Bank of Russia data.


XIII. General Leonov of the KGB stated that the free-for-all grabbing of CPSU properties began as early as August 23, 1991: “There was a massive seizure of party property: Office buildings, educational institutions, publishers, printing houses, holiday homes, villas and offices, etc.” Leonov (2002), p. 51.


XIV. Bonini and d’Avanzo have covered Russian politics and misdeeds as well as those of Western intelligence agencies, including the role of the Italian intelligence service SISMI in planting evidence they knew to be false of Saddam Hussein’s supposed efforts to obtain uranium to make nuclear bombs from Niger. The story is recounted in their 2007 book.53


X. For a very sympathetic account of the coup from the former KGB chief of its Analytical Department, see Leonov (2002).58


XVI. Ministry of Internal Affairs (Ministerstvo Vnutrennikh Del, MVD), which supervises all police, public order militias, and prisons.


XVII. The All-Union Leninist Communist League of Youth (Vsesoyuznyy Leninskiy Kommunisticheskiy Soyuz Molodyozhi, Komsomol) was an organization for those fourteen to twenty-eight. For a detailed analysis of the Komsomol roots of one such successful early entrepreneur, Mikhayl Khodorkovskiy, see Sakwa (2014).


XVIII. Major General Vyacheslav Shironin was once head of KGB counterintelligence. He also was involved in the massive KGB crackdown in Azerbaijan in the dying days of the USSR. He represented one of the main voices who supported the view that perestroika had itself been guided by Western intelligence agencies through “agents of influence” like Eduard Shevardnadze and Aleksandr Yakovlev.82





Chapter Two



[image: images]


The Making of Money and Power


The Establishment of Putin’s Circle, from the KGB to St. Petersburg, 1985–1996


IT BECAME clear to Russian and Western observers long before Putin started his third full term as president in 2012 that he operated a complex informal system in which subgroups were constantly balanced against each other, with Putin alone as the ultimate arbiter. His power derived less from the institutional legitimacy conferred by being head of state than from the successful operation of a tribute system that obliged all participants to recognize his authority. In the words of American economists Clifford Gaddy from the Brookings Institution and Barry Ickes from Pennsylvania State University, Putin operates a “protection racket”1 dependent on a code of behavior that severely punishes disloyalty while allowing access to economic predation on a world-historic scale for the inner core of his elite. By his third term, he had created a highly controlled security system able to use the laws, the media, and the security forces as a means of intimidating, and critically balancing, rival economic elites. Others have called it a “corporation,”2 “Kremlin, Inc.,”3 “a sistema,”4 or a “corporatist-kleptocratic regime.”5


No one trying to analyze the locus of power in Russia in 2014 was calling it a normally functioning, democratizing, or even developing state. The Russian political analyst Yevgeniy Gontmakher, the deputy director of Moscow’s Institute of World Economy and International Relations, made the astute observation that “there is no state in Russia.” There is “a certain structure in which millions of people who call themselves bureaucrats work,” but they do not perform the function that a state is supposed to perform: “Instead of the state as an institution implementing the course of a developing country, we have a huge and uncontrolled private structure which is successfully diverting profits for its own use.” In present-day Russia, he continues, “there isn’t even a pale copy of this mechanism of the formation of the state.” The Parliament had become “yet another department of the Presidential Administration,” along with the entire legal system, and bureaucrats who thought they worked for the state in fact serve only the interests of an “extremely large monopolistic business structure which can do anything it likes” and which controls “not less than 50 percent of the economy.”6


Profits are diverted on the whole not to assist the population but to line the pockets of bureaucrats and the political elite. By 2013 the gap between rich and poor in Russia was larger than in any other major country, and twice that of Western Europe.7 A report on global wealth by Credit Suisse stated in 2013, “Of the 26 Russian billionaires in 2005, 25 of them were still on the list in 2010—a higher survival rate than any other BRIC or G7 country,” possibly reflecting “state protection of billionaire interests.” The report went on to say that, whereas across the world billionaires account for 1 to 2 percent of total household wealth, “in Russia today 110 billionaires own 35% of all wealth,” giving it practically the highest level of wealth inequality in the world.8 Irrespective of what term we use to describe Putin’s regime, most commentators in 2014 were agreed that its inner logic was focused on the protection of the wealth of those closest to the Russian president.


This chapter examines the interlocking networks that Putin built beginning in the 1990s. It is not just the story of how Russia descended into uncontrolled corruption and violence, the trope that Putin himself now often repeats to compare his period of stability to Yel’tsin’s period of chaos. For Putin the 1990s was the period when “everything came true.” It was a time when a group of former KGB, mafia, and political and economic elites joined forces, combining their money, connections, and position to create the basis for Putin’s spectacular success in building an authoritarian and kleptocratic regime.


The key to Putin’s political authority is thus not the law but rather vlast’, or power. Courses of action must be taken not because there are strict rules and regulations but because there is an unwritten understanding, or ponyatiya, about how things must be done. It is clear that even before his presidency, Putin sought to be at the center of a tribute system that would determine which Russian elites would get a seat at the privatization table and on what terms. Even before his inauguration in 2000, he said that he intended to bring into the Kremlin people who were connected to him personally. Defending why so many ex-KGB from St. Petersburg were given key positions in Moscow, he told ABC Nightline anchor Ted Koppel, “I’ve brought some of them to the Kremlin in staff positions—people who I’ve known for many years—and people whom I trust. So that is the reason why I’ve brought them in. Not because they worked in the KGB and follow some specific ideology. It has nothing to do with ideology—it has to do with their professional qualities and personal relationships.”9 Anton Surikov, a former military intelligence specialist who became an outspoken critic of Putin, was more candid in speaking to a Western journalist: “To tell you the truth . . . all Russian politicians are bandits from St. Petersburg.”10 One of the persistent features of Putin’s circle is that they promote their friends and do not forget to punish their enemies. Surikov—who had served as a go-between in relations between Chechen rebels and the Kremlin in 1999 but who then made many enemies within the establishment—was dead within several months of this 2009 interview, although no link was ever proven between his views and his death.


Russia in the early 1990s was indeed a gangsters’ paradise. Some of the gangsters were mafia, some were ex-security people now in the private sector. The former sought to keep the state weak; the latter hoped to rebuild it as its new leaders. A lengthy analysis of the overall situation in Russia’s regions concluded, “Robbers are leaving the ‘highway’ more and more frequently to make themselves comfortable in offices, where a criminal business concludes transactions with a legal free enterprise. . . . [There is] a reorientation of the ‘crime boss’ into a respectable gentleman who gathers tribute from legal free enterprise without losing his coloration as a thief. . . . The criminal organizations are obviously gaining the upper hand over the state structures in their degree of organization.”11 The establishment of this tribute system occurred as Putin was becoming the linchpin in Russia’s main “window to the West,” responsible for all foreign economic relations in St. Petersburg.


Putin’s St. Petersburg days underline this style of work, building overlapping networks of people in which he is at the center, relying on them to promote privatization while supporting the state, and assisting each other in personal gain. Putin occupied one position after another that regulated and controlled the privatization process, becoming indispensable in legalizing what otherwise would have been illicit activities. He relied not only on friends and coworkers in the former KGB, but also on those who shared his desire to develop capitalism in Russia, including both economists and businessmen who were willing to take the extraordinary risks required to build something from nothing in post-Soviet Russia. For this they needed and initially relied on criminal elements from the Russian underworld. Gradually private security firms headed by ex-KGB and -MVD officials appeared. Over time these officials formed the security team around Deputy Mayor Putin and then formed the core of his security team when he became president. But the story starts before Putin arrived back in his hometown of Leningrad, when he was stationed in the East German provincial city of Dresden; there he was part of a core of associates with whom he would build lifelong ties.


Putin in the KGB: Dresden and the Founding of Putin’s Circle


It is generally accepted that Putin joined the KGB in 1975, that he had at least a year of training both in Moscow and in Leningrad (where he met Sergey Ivanov, who has been part of his inner circle from the beginning and who became, under Putin, minister of defense, deputy prime minister, and head of the Presidential Administration, among other assignments), and that he was stationed from at least 1985 until 1990 in Dresden. Other aspects of his KGB career are highly contested, however. Putin’s own statements provide little clue. Some claim that before his 1985 posting abroad, he worked for the Fifth Chief Directorate in Leningrad, which was responsible for internal order and suppression of dissent.12 Others claim he worked as a rank-and-file Line VKR (foreign counterintelligence) officer of the KGB in Leningrad, responsible for preventing defections or recruitment of Soviet citizens by foreign intelligence agencies.13 Leaks from German intelligence services to journalists in 2000 suggest that Putin was given the cover of a TASS reporter in Bonn in 1975 but botched the operation and was asked to leave West Germany in the late 1970s.14 Others claim that he was photographed by Western intelligence in front of the West Berlin department store KaDeWe (in other words, a place he was not supposed to be as a Soviet citizen accredited to East Germany, not West Germany nor West Berlin). Andreas Förster, the editor of the Berliner Zeitung, claimed that Putin was accredited in the GDR from 1982 to 1986 under the false name Aleksandr Rybin, born February 9, 1947, according to the Diplomatisches Protokoll Fremde Missionen (Diplomatic List of Foreign Missions) of the GDR Foreign Ministry, in which there was allegedly a photo of Rybin that Förster claims bore a “striking resemblance to Putin.”15


This confusion about whether Dresden was Putin’s first German posting led his German biographer Alexander Rahr to conclude that “forces of the so-called ‘invisible front’ in Moscow today try to put a thick fog of silence over this section of Putin’s biography.”16 Rahr himself has always had a high-level and close association with the Kremlin, receiving honorary degrees from the Moscow State Institute for International Relations and the Higher School of Economics. At the same time, he worked for Radio Free Europe, as well as being part of the negotiations that brought Mikhayl Khodorkovskiy out of Russia in 2013. For Putin’s most important German biographer to recognize that Putin’s German period was subjected to what one might call a significant scrubbing only combines with other details to indicate that Putin’s time there was probably not filled with routine paper-pushing. Certainly he could have had more success in covert operations than anyone would ever subsequently admit.


It is also conceivable that one of the reasons his circle was so interested in that “thick fog of silence” was a 2011 allegation that the Putin household had itself been infiltrated by a West German agent, a woman who became a confidante of his wife, Lyudmila Putina. A German journalist who covered intelligence matters claimed he had received confirmation from highly placed sources in both the BND (Bundesnachrichtendienst, the German Federal Intelligence Agency) and the Verfassungsschutz (the Office for the Protection of the Constitution) that this woman was a West German posing as a Baltic German with fluent Russian and German and that she operated under the names Lenchen and Lenochka. She was employed as an interpreter in the Dresden office, and she became close to Putina, who confided in her. “Lyudmila told her that Vladimir frequently beat her, and often cheated on her, that he had had trysts with other women.”17 This account of their relationship is roughly shared by Irene Pietsch, a German official’s wife who befriended Putina and subsequently wrote a book about it.18 But it is at odds with the remembrance of Putin’s biographer and coworker Vladimir Usol’tsev, who describes Putin as a devoted family man.19






[image: Images]Putin and his wife, Lyudmila, at Easter service in April 2011. They had rarely been seen in public for several years and announced their decision to divorce in 2013. Photo by Sasha Mordovets, Getty Images








The German journalist who researched this story, Erich Schmidt-Eenboom, noted for his extensive work on German intelligence activities, also stated that one of the activities of the KGB in East Germany after 1985 was to “take revenge” for the BND’s successful running of a KGB colonel codenamed Viktor who spied for the BND from the early 1970s to 1985 and who apparently was stationed in Dresden until 1985. Schmidt-Eenboom claims that Yuriy Drozdov and others were personally involved in the “cleanup” from this failure.20 Usol’tsev also claimed that Putin worked for counterintelligence in Dresden, recruiting future “illegals.” If so, this would certainly have put him in direct touch with Drozdov, who headed this directorate.21


As to what Putin did on official business during the period when he clearly was in Dresden, from 1985 to 1990, there are also questions. On January 10, 2000, the German newspaper Welt am Sonntag published an interview with Günther Köhler, a former StasiI officer who knew Putin. Köhler said Putin called himself Adamov, spoke excellent German, and traveled frequently to West Germany, and that he was part of Operation Luch, designed to encourage the reformist movement in the East German regime.24 Köhler claimed that Putin tried to recruit Western businessmen and East Germans traveling to the West and that “he kept a book on East Germans who supported economic reform.”25 Other journalists who investigated Putin agree that he indeed worked as a recruiter26 and that he used the name Adamov in his dealings with non–East German citizens.27,II


Irrespective of his activities before arriving in Dresden, it is agreed that he spent the better part of five years in Dresden, until 1990, several months after the collapse of the Berlin Wall. In Dresden it appears that he was involved in espionage designed to steal as many of the West’s technological secrets as possible; in fact by the time the USSR collapsed, approximately 50 percent of all Soviet weapons systems were based on stolen Western designs. The success rate was lower in other areas of the economy, not because KGB operatives were not successfully stealing secrets but because the economy no longer had the capacity to respond. In a 2010 speech at the Russian Academy of Sciences, Putin recollected that in the late 1980s he realized, “The results of our own research, and the results of your foreign colleagues’ research that were obtained by ‘special means,’ were not actually introduced into the Soviet Union’s economy. We did not even have the equipment to introduce them. And so there we were, working away, gathering away, essentially for nothing.”29


But the greatest speculation about Putin’s activities in Dresden concerns whether he was part of the mysterious Operation Luch, which means “ray” or “sunbeam” in Russian. Much is not known about Luch. It is referred to in the Mitrokhin ArchiveIII as a long-running operation to monitor opinion within the GDR leadership and population and to examine the efforts of the West to “harm the building of socialism” inside the GDR. Particularly after the 1968 invasion of Czechoslovakia, where a large number of KGB operatives had been sent in advance,30 the Soviets did not restrict their operations in Eastern Europe to formal state-to-state intelligence operations. While the formal purpose of intelligence cooperation was to coordinate actions against the West—Putin himself described his work as gathering information about NATO, the “main opponent”31—the KGB also had an interest in monitoring the political situation inside the Socialist Bloc, which had only become more fragile after the 1968 invasion. For this purpose, in East Germany sometime in 1973 they established Operation Luch.32 By 1974 the KGB was so focused on the need to monitor events not only in the West but also in the Soviet Bloc that “the section of the Karlshorst KGB responsible for Luch was raised in status to a directorate.”33


In conception Luch appears to have been an extension of Operation Progress, started by Andropov after the invasion of Czechoslovakia, in which Soviet illegals were infiltrated into Bloc countries to test public opinion, monitor allied intelligence capability, provide an independent source of intelligence to the Soviet leadership, and engage in active operations—including the kidnapping of dissidents.34 Naturally the knowledge that KGB operatives were active within an allied and sovereign country created a delicate situation. In 1978, for example, Andropov and Stasi chief Erich Mielke signed an agreement acknowledging that the Soviets could “recruit GDR citizens for secret collaboration” but only for “solving tasks of intelligence and counterintelligence work in capitalist states and in West Berlin” and only with the knowledge of the Stasi, strongly indicating that the Stasi did not approve of the KGB’s secretly recruiting their own officials. The 1978 protocol put strict limits on the number of KGB liaison officers who could be placed alongside their Stasi counterparts, limiting the “overall number of liaison officers from the Representation of the KGB with the MfS [Ministerium für Staatssicherheit, Stasi] of the GDR” to thirty, “of which 15 are assigned to District Administrations of the MfS of the GDR.”35


This laughably small number was undoubtedly never adhered to, but the fact that it would be included in a protocol shows the East Germans’ sensitivity to the issue. The GDR foreign intelligence chief Markus Wolf later estimated that by 1989 there were about a thousand “pure” KGB intelligence operatives, including liaison officers in the GDR, excluding military and signals intelligence, for a total of five to seven thousand.36 In a 1981 meeting, Mielke and Andropov discussed extensive measures that would have to be taken to ensure that the nascent Solidarity movement in Poland did not spill over and affect the populations in their two countries. Both agreed that the key was close cooperation and the use of “party methods” to maintain control of the working class. Additionally at this meeting, Andropov recognized the role of the Stasi in stealing high-tech and defense secrets from the West, thanking Mielke for “all your information provided, especially on West German tank production, defense technology, and the NATO manual.” He promised that the East Germans would also receive information from the KGB, at which point Mielke chimed in, “The quality is crucial!” Mielke wanted in particular to cooperate to “acquire even more new technology for our economy.”37 Clearly Mielke was making every effort to maintain East Germany’s status as first among equals in its relationship with Moscow.


As Gorbachev’s reforms of glasnost’ and perestroika began to unleash further protest movements throughout the Communist world, the KGB leadership became more and more alarmed by the situation both in Eastern Europe and inside the USSR. A meeting between Mielke and General Ivan Abramov of the KGB’s Fifth Chief DirectorateIV took place in 1987 in which Abramov openly admitted that in the view of KGB senior staff, Gorbachev’s reform agenda was unworkable and destabilizing, and concluded that in the USSR “perestroika itself proceeds anything but smoothly and easily.” Mielke was direct in his response, noting that while a plan for dealing with threats to socialism may be passed, “at the end, nothing comes out of it. You talk, and they sign a good resolution. . . . Bobkov [director of the Fifth Chief Directorate] will give a good speech tomorrow at your [KGB] conference in Moscow. . . . Yet when he does not tell his people what they are actually supposed to do, the entire ideological explanation will not be of much value.”38 The situation in East Germany clearly became worse after Communist regimes in neighboring Bloc states came under pressure from wide-scale social movements like Solidarity in Poland and Charter 77 in Czechoslovakia. After 1989, when the Hungarians opened their border with Austria, the mass and uncontrolled exodus of East Germans began, which ultimately led to the collapse of the regime after the Berlin Wall fell in November 1989.39


While Putin acknowledged that Operation Luch did have the objective of “working with the political leadership of the GDR,” he denied having any involvement with it.40 As the Soviet KGB leadership became more and more worried about the collapse of the GDR, especially after 1988, speculation arose that Luch was used not only to monitor the political mood of the country but also to recruit a set of agents who would “live on,” reporting to Moscow if a united Germany came to pass. On the Soviet side, this group was reputed to consist at the top level of twenty or so KGB operatives in East Germany, who reported directly to KGB chief Kryuchkov. Kryuchkov admitted both to visiting Dresden in 1986 to evaluate the readiness of Hans Modrow to succeed Erich Honecker, as Markus Wolf confirms, and to the existence of Luch, but he wasn’t sure of Putin’s involvement, saying elusively that he remembered faces but forgot names.41 Major General Vladimir A. Shirokov, who headed the Dresden office, also confirmed that their function was to work as the liaison between the KGB and GDR institutions, including the Stasi, the police, the border guards, the Customs Office, and the local party organs, “in particular the 1st Secretary of the Dresden district committee of the SED [East Germany’s ruling Socialist Unity Party] Modrow.”42


Luch, and Putin’s role in it, became the subject of an investigation by the German Verfassungsschutz (Federal Office for the Protection of the Constitution) when Putin came to power in 2000. The Germans were concerned that Putin had recruited a network that lived on in united Germany. According to the London Sunday Times, “Several high-ranking officers of the former East German Stasi secret service who knew Putin personally were questioned recently in an effort to identify some of those he is believed to have recruited.”43 Horst Jemlich, the personal assistant to Dresden’s Stasi chief Horst Böhm and a Stasi agent for thirty years, knew Putin and was one of those questioned. He told the Sunday Times, “They questioned me about it for hours. But we in the Stasi knew nothing about the operation. The KGB mounted it behind our backs, recruiting in utmost secrecy. The plan was to prepare one day to let us fall and have new guys supply them with information. I only found out about Luch recently and felt betrayed. The Russians were playing a double game.”44 The list of agents recruited as part of Luch was never revealed in the West, either because it was burned or, more likely, because it was removed back to the USSR as the Berlin Wall was falling.


Putin indirectly admitted to running some of these agents himself when he spoke about the times after November 1989 when crowds threatened to storm the KGB building in Dresden after the collapse of the Wall. He decided to go out to calm down the protesters so that they would not break through, thus “saving the lives of the people whose files were lying on my desk.”45 Inside the KGB offices, staff members were busy burning all the files. Putin later stated, “We burned so much stuff that the furnace exploded.”46 He recounts that despite the local office’s efforts to get the Soviet military to come to their rescue, and in general to defend their positions in East Germany, “Moscow was silent. . . . I only really regretted that the Soviet Union had lost its position in Europe, although intellectually I understood that a position built on walls . . . cannot last. But I wanted something different to rise in its place. And nothing different was proposed. That’s what hurt. They just dropped everything and went away. . . . We would have avoided a lot of problems if the Soviets had not made such a hasty exit from Eastern Europe.”47


The head of the Dresden office, Major-General Shirokov, confirmed Putin’s story that the furnace had exploded. In his memoirs he provided more details about the evacuation, saying that after the furnace exploded, they decided to place all the documents in a massive pit and use napalm to burn them. But when the soldiers responsible for delivering the chemical incendiary were delayed, Shirokov instead poured gasoline into the pit and set it on fire. This too was insufficient for dealing with all the documents, so ultimately they loaded what remained on twelve Soviet army trucks and repatriated all of it to Russia.48
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